
QBrazilian police said last week
they were treating the theft of
strategic data from Brazilian
national oil company Petrobras

as a case of industrial espionage. Amid a
worldwide scramble for energy resources,
does industrial espionage threaten to
become a growing problem in Brazil's oil
sector, and in Latin America's oil sector
generally? What are the risks to the sector
from industrial espionage?

AGuest Comment: Jack Devine:
"There is always going to be the
risk of industrial or economic
espionage here in the United

States, in Europe and Asia, and in Latin
America. Brazil just appears to be the most
recent—and public—victim of a phenom-
enon that has been going on for some
time. To be clear, however, economic espi-
onage is different from economic intelli-
gence. The former involves a foreign gov-
ernment using its intelligence capabilities
to collect specific trade secrets and indus-
trial information for the direct benefit of
companies and businesses, while the latter
involves the collection of macro-level eco-
nomic data to help government officials
set national economic policies. In the
United States, there is an awareness that
our allies and adversaries have used their
national intelligence agencies to collect
proprietary information on US compa-
nies. China, Japan, Germany, France,
South Korea, and Israel have all been

included on the list of those countries
engaging in economic espionage, and in
1996 the US Congress passed the
Economic Espionage Act, imposing prison
terms and fines in the United States for
stealing trade secrets. I suspect the
Brazilian Congress will enact something
like this as a result of the stolen Petrobras
computers with information regarding the
newly discovered offshore oil and gas
fields. The Brazilian intelligence and law
enforcement agencies are also likely to take
appropriate steps to bolster their counter-
intelligence measures and to protect their
economic and proprietary interests."
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One Colombian soldier was killed in
Saturday's military incursion into
Ecuadorean territory, which
Venezuela's president claims has
brought the region to the "brink of war."
See story on page 2.
Photo: Colombian presidency.



Political News

Ecuador, Venezuela Send Troops 
to Borders with Colombia

Venezuela and Ecuador moved military
forces to their borders with Colombia
Sunday and recalled their ambassadors
from Bogota. Heated tensions among the
countries quickly escalated over the week-
end on news of Colombia's cross-border
killing of a top Colombian FARC rebel in
Ecuador's territory. Raul Reyes (59), the
nom de guerre of the spokesman and
leader of the FARC, was reportedly killed
in the raid, along with over a dozen others
and one Colombian soldier. The
Ecuadorean government objected to the
incursion by withdrawing its ambassador
from Colombia, saying it was protesting "a

transgression of the principles of sover-
eignty and territorial integrity" by
Colombia's army. Ecuador  reportedly left
its trade representative in charge of the

embassy. In a tele-
vised address on
Sunday night, the
rhetoric built up
further. President
Rafael Correa of
Ecuador called the
raid by
Colombian police
and warplanes a
"massacre" that
killed numerous
civilians, the
Associated Press
reported. "There
is not any justifi-
cation for foreign

military action in our territory," Correa
said. The response from his ideological
ally, Venezuelan President Hugo Chavez,
was event stronger. On Sunday Chavez

ordered tanks, troops, and military air-
craft to his country's border with
Colombia, saying the incursion into
Ecuador "has pushed South America to
the brink of war," Voice of America

reported. Chavez said that "the
Colombian government has become the
Israel of Latin America," according to the
Associated Press, reiterating his criticism
of recent Israeli military strikes on
Palestinians. "We aren't going to permit
Colombia to become the Israel of these
lands ... Uribe, we aren't going to permit
you," he said. In addition to withdrawing
his ambassador from Colombia, Chavez
has closed Venezuela's entire embassy in
Bogota and withdrew all of its personnel.
Colombia defended its actions this week-
end and offered few signs of conciliation.
"This is the strongest blow dealt to the ter-
rorist group to date," Colombian Defense
Minister Juan Manuel Santos said, accord-
ing to media reports. On Sunday night,
the director of Colombia's national police
force, Oscar Naranjo, revealed evidence
that he said showed links between
Ecuador's government and the FARC,
according to a statement on the govern-
ment's Web site. The death of Reyes comes
at a time when perhaps unprecedented
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Peru Inflation Rate Higher 
than Expectd in February

A main measure of Peru's inflation
rate rose a higher-than-expected
0.91 percent in February, the nation-
al statistics agency, INEI, reported
Saturday on its Web site. The meas-
ure of consumer prices in metropol-
itan Lima climbed an average of
1.13 percent in the first two months
of 2008. The figure for February was
nearly twice what many economists
had anticipated. Higher food and
commodity prices were largely
behind the inflation gains.

Brazil Raises Minimum Wage 
9.2 Percent to 415 Reais/Month

Brazil has raised its minimum wage
by 9.2 percent to 415 reais ($US
247) per month, the government
announced Saturday. The increase
from 380 reais was more than twice
the 2007 rate of inflation, the
Associated Press reported. Brazil's
inflation index fell to a seven-month
low in February, which helped alle-
viate fears about an interest rate
hike. Inflation last year was 4.5 per-
cent and is expected to come in at
4.1 percent this year, according to an
informal Advisor poll in January.

Grupo Televisa Plans to Bid 
for WiMax License

Mexican broadcaster Grupo
Televisa plans to bid for a license to
operate a wireless high-speed
Internet network in an effort to
offer phone, data, and video servic-
es, Bloomberg News reported on
Friday. Ignacio Gallardo, chief finan-
cial officer for Televisa's cable unit,
Empresas Cablevision SAB, said the
Mexican government plans to auc-
tion licenses to offer WiMax services
later this year. "All the telecommuni-
cations companies will begin offer-
ing the same services soon," he said.

On Sunday Chavez ordered tanks, troops, and military aircraft to his

country's border with Colombia, saying the incursion into Ecuador 

"has pushed South America to the brink of war." 

The director of Colombia's national police
force, Oscar Naranjo, said Sunday he had
evidence linking Ecuador's government
and the FARC .
Photo: Colombian government.

Ecuadorean President
Rafael Correa last
night called the incur-
sion "extremely grave
and intolerable."
Photo: Ecuador's presidency.



international attention has been focused
on the release of hostages being held by
the FARC. [Editor's note: Look for a Q&A
on Andean tensions in an upcoming issue
of the Advisor.]

Economic News

Argentine President Makes First
Annual Address to Congress

Argentine President Cristina Fernandez
de Kirchner made her first annual address
to her nation's congress on Saturday, vow-
ing to continue the economic model her
husband put into place. Kirchner praised
five straight years of more than 8 percent
economic growth and promised to main-
tain budget surpluses and stockpile for-
eign currency reserves, which now top $49
billion, as a cushion against external eco-
nomic shocks, MercoPress reported. After
taking office in December last year,
Kirchner has faced a number of economic
challenges, including a festering contro-
versy over how the government calculates
its inflation rates and energy shortages

that have required tough negotiations
with neighboring countries over gas sup-
plies [Editor's note: see related Q&A in the
February 22, 2008 edition of the weekly
Energy Advisor]. She structured her speech
Saturday around four areas: the economy;
infrastructure; education, science and
technology; and health and social devel-
opment. On the economy, Kirchner prom-

ised to add 3.5 million more jobs to the
roughly 3.5 million jobs created during
the term of her husband, Nestor Kirchner.
She also said she hopes to expand financ-
ing opportunities for small and medium-
sized businesses, for which she is expect-
ing a proposal from central bank president
Mercedes Marco del Pont. She said that
Argentina's energy problem is shared by
the world and hopes that integration with
Mercosur neighbors will strengthen in the
coming period. On education, Kirchner
said the country will be implementing a
new plan to focus on helping citizens fin-
ish secondary and primary school degrees.
Kirchner said that Argentina gets high
marks for teaching literacy among Latin
American countries, but that five million
Argentine adults younger than 40 years
old have not finished secondary studies.

Company News

HSBC Reports Strong Latin 
America Results for 2007 

Banking giant HSBC reported today that
its Latin America profit rose 25 percent
over a year ago. The company, which  has

built up an extensive Latin America finan-
cial services network over the last decade,
said its 2007 profit before taxes was $2.17
billion, a 25 percent gain over the $1.73
billion in profit the bank captured in Latin
America in 2006. "We produced excep-
tionally strong results in Asia-Pacific,
Latin America, and the Middle East while
facing considerable business challenges in
North America," the company's chairman,
Stephen Green, said in a statement on
HSBC's Web site. "We achieved our posi-
tion as the number one international bank
in Asia-Pacific and the Middle East over
many years; by contrast, we have built one
of Latin America's largest financial servic-
es businesses in little more than a decade,"
Green added. Sandy Flockhart, who led
the company's Latin America business
from Mexico for a time, was named an
executive director of the company's board
in the earnings announcement. Overall,
the bank's pre-tax profits in 2007
increased by 10 percent to $24 billion. The
bank suffered a huge write-down of $17
billion, however, related to the sub-prime
lending crisis. HSBC shares fell 3 pence in
London to 763 pence (US$15.11). The
shares are down 9 percent this year,
Bloomberg News reported.
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AGuest Comment: David Shields:
"It is unusual to hear the term
'industrial espionage' applied to
the Latin American oil industry.

That is, perhaps, because strategic infor-
mation is routinely 'shared' by corrupt
officials, rather than 'stolen.' At least in
Mexico, it is common knowledge that
foreign oil companies and oilfield servic-
es companies have access (usually at a
price) to confidential information on
Mexico's oil deposits. On at least one
occasion, a foreign services company
posted on its website detailed informa-
tion on state-owned Petroleos
Mexicanos' (Pemex) offshore fields that
had not been made available in Mexico.
Consider: capex at Pemex's exploration
and production division will be $16.4
billion this year, an amount almost

impossible to administer effectively for a
single company. To get the money spent,
Pemex has to give billion-dollar con-
tracts to companies with ability to pro-
vide large-scale integrated oilfield servic-
es, like Halliburton and Schlumberger.
Just last year, Schlumberger got $3 billion
in contracts from Pemex. It is only logi-
cal that contractors, big and small, have
insiders in Pemex that help them get
information and business. Journalists
also often get access to Pemex's 'state
secrets' (if there are still any left). So do
terrorists. Last year, insider information
leaked to bombers allowed for carefully
orchestrated explosions on Pemex natu-
ral gas pipelines, disrupting much of
Mexican industry for weeks. Does any-
one look after the national interest? I
wonder." 

Featured Q&A
Continued from page 1

Continued on page 4

Cristina Fernandez de Kirchner on
Saturday promised to create 3.5 million
new jobs in Argentina. 
Photo: Casa Rosada.



AGuest Comment: César
Gutiérrez: "Recent events con-
cerning the use of classified
information by unauthorized

persons in the hydrocarbons market has
given importance to an issue that had
been undeservedly forgotten: the securi-
ty of industry information. We are in a
period in which information has great
value in decision-making and in which,
because of the high value of crude, bil-
lion-dollar investment projects in the oil

and gas sector are being launched, whose
object is to maximize companies' rev-
enues. It happens in the upstream seg-
ment, where the potential of certain
locations and the best drilling techniques
have to be identified; in refining, where
there are licensed processes that allow
the optimization of operations; and in
the downstream segment, where knowl-
edge about customers and transactions'
commercial conditions are of the utmost
importance to increasing participation
in the market. In this context, companies
must have the greatest discretion with
the information that is available to them.
It is up to the leaders of corporations to
implement or reform security mecha-
nisms for electronic or physical files as
well as for data streams to avoid actions
that could demolish efforts to improve
results for those whom they represent.
This is one of the tasks that has to be on
their daily agenda."

AGuest Comment: Riordan
Roett: "Suddenly, Brazil has
become of great interest in nat-
ural resource circles with the

Tupi oil find off the Santos coast and the
natural gas discovery that followed soon
thereafter. There is no doubt that as the
race for access to resources escalates in
the future, there will be a significant
increase in efforts to gain advantage over
competitors and to identify opportuni-
ties ahead of those competitors. It is
somewhat surprising that Petrobras, one
of the most competent and competitive
of state oil companies was so easily
invaded. Security will need to be
increased dramatically in the future, and
this should be a wake-up call for both
private- and public-sector companies in
the region, and worldwide, to a probable
increase in industrial espionage. The
great difficulty will be in identifying the
'mastermind' behind each case. Were
there 'moles' within the company? Were
there overly lax procedures? These are
troubling questions that will need to be
analyzed."

Jack Devine is President and Founding
Partner of the Arkin Group LLC and a
former Acting Director and Associate
Director of the US Central Intelligence
Agency's Directorate of Operations.

David Shields is an independent energy
analyst and consultant based in Mexico
City.

César Gutiérrez is President of the Board
of PetroPeru.

Riordan Roett is Director of the Western
Hemisphere Program at the Johns
Hopkins University's School of Advanced
International Studies.

Editor's note: Reuters reported Thursday
that police arrested four port security
guards suspected in the Petrobras theft
case. Police said they no longer considered
the crime an act of industrial espionage
in the incident, saying instead it was a
case of "common crime."
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“ ...This should be a wake-up

call for both private- and public-

sector companies in the region,

and worldwide, to a probable

increase in industrial

espionage.”
— Riordan Roett


